PRIVACY IMPACT ASSESSMENT (PIA)
PART 1 – GENERAL DESCRIPTION
Name of
Organization:
Name of Program;
Process or
Measure:
Date:
PIA Drafter:
Email:
Program Manager:
Email:

Phone:
Phone:

[For the rest of the document, please delete the blue italicised descriptive
text and, when necessary, replace it with your own.]

1. Description of Program, Process or Measure Involving Personal Data
This section should provide a description of the program, process or measure
and the context in which it functions, including: the purpose of the program
and how it functions, its expected benefits, any other process or program (if
any) of which it is a part, the legal authority the organisation has to
implement the program, all other parties involved and the roles they play,
including a description of all contracted service providers (CSPs).
2. Scope of this PIA and any Related Privacy Impact Assessments
This section should explain, what part or phase of the program the PIA covers
and, where necessary for clarity, what it does not cover. This section should
also identify, where applicable, any PIAs for other parts of the program that
have already been completed or that will be undertaken at a later date.
Please also identify if you have any public interest determinations,
information usage arrangements or certifications in place under the PDPA
related to this program.
The PIA should consider compliance with privacy obligations from the
perspective of the organisation completing it. Where more than one
organisation is involved, each party should undertake a PIA with respect to its
own obligations and authorities. If multiple organisations decide to complete
a joint PIA, separate privacy assessments will need to be undertaken for each
party. In this case the PIA should clearly distinguish between the assessments
for each organisation.
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PART 2 – THRESHOLD ANALYSIS
The threshold analysis will be in two parts. The first is the identification of personal
information that is currently or will be used in the project.
The Program will collect, use, retain, disclose, dispose of the following personal
information:
(Please check the appropriate box).
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

20

21
22

Personal Information
Name
Home Address
Business Address
Email Address
Telephone Number – Work
Telephone Number – Home
Age
Date of Birth
Marital Status
Color, Race or Ethnic Origin
Religion (Beliefs or Affiliations)
Education
Photo
Biometrics
Political Association
Philosophical Beliefs or Orientation
Health
Sexual Life, Preference, or Practice
Offence Committed or Alleged to have been Committed, the
disposal of such proceedings, or the sentence of any court in such
proceedings
Issued by Government Agencies peculiar to an individual:
 Unique Identifiers (e.g. TIN, UMID ID no., DL no. , Passport
no.)
 Previous or Current Health Records
 Licenses or its Denials, Suspension or Revocation
 Tax Returns
Specifically established by an Executive Order or an Act of
Congress to be kept classified
Others, please add as many as will be collected

Y

N

Please respond to the following questions and provide explanations/comments if
necessary.
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Y/
N

Explanation/Comments

Will the project involve the collection of
new information about individuals?
Is the information about individuals
likely to raise privacy concerns or
expectations e.g. health records,
criminal records or other information
people would consider particularly
private?
Will you be using information about
individuals for a purpose it is not
currently used for, or in a way it is not
currently used?
Will the initiative require you to contact
individuals in ways which they may find
intrusive?
Will information about individuals be
disclosed to organisations or people
who have not previously had routine
access to the information?
Does the initiative involve you using
new technology which may be
perceived as being privacy intrusive?
e.g. biometrics or facial recognition?
Will the initiative result in you making
decisions or taking action against
individuals in ways which can have a
significant impact on them?
If this program will not collect, use or disclose any of the above information, please
proceed to Part 5 – Summary of Assignment and Sign-Off.
N.B. Not using personal information, when warranted, can also raise
potential risks. Please make sure that you are not simply trying to avoid
doing a full-blown PIA when you declare that the project is not using
personal information.

PART 3 – STAKEHOLDER ENGAGEMENT
The following stakeholders were consulted for this PIA:
Please identify all project stakeholders (persons or organizations that can affect, be
affected by, or perceive themselves to be affected by a decision or activity –
ISO/Guide 73:2009) in the table below.
Internal Stakeholders

External Stakeholders
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The stakeholders were engaged in the following manner:
Describe how stakeholders were engaged in the PIA process.

PART 4 – DATA PRIVACY ANALYSIS
4.1 Information Flow Description and Table
The table below describes the information flow of the project:
Describe the information flow by answering the following key questions:






What personal information is currently being collected and used?
How does it flow through the agency or organization’s systems?
How will the proposed system or project change the information flow?
What are the changes to personal information involved in the project? For
instance:
o Is new personal information being collected? If so, whom is it being
collected from?
o If the project involves information the organization already holds, will it
be used for a different purpose? If so, why and how?
o What measures are in place to ensure the information is accurate and
up to date?
o Will the agency or organization tell the individuals what their
information will be used for? If so, how?
o Who will have access to the information within the agency or
organization? Who will have access to it outside the agency or
organization?
o How long will the information be kept? How will it be disposed?

Personal
Informatio
n

Collected

Used

Retained

Disclosed

Disposed

By?
From?
How?
When?
Where?
Why?
Authority?

By?
From?
How?
When?
Where?
Why?
Authority?

By?
From?
How?
When?
Where?
Why?
Authority?

By?
From?
How?
When?
Where?
Why?
Authority?

By?
From?
How?
When?
Where?
Why?
Authority?
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4.2 Compliance with Information Privacy Principles
Each program, project or means for collecting personal information should be
tested for consistency with the following Data Privacy Principles (as identified in
Rule IV, Implementing Rules and Regulations of Republic Act No. 10173, known as
the “Data Privacy Act of 2012”).
Transparency
1 Are data subjects aware of the nature, purpose, and extent of the
processing of his or her personal data?
2 Are data subjects aware of the risks and safeguards involved in the
processing of his or her personal data?
3 Are data subjects aware of his or her rights as a data subject and
how these can be exercised?
4 Is there a document available for public review that sets out the
policies for the management of personal information?
Please identify document(s) and provide link where available
5 Are there steps in place to allow an individual to know what
personal information it holds about them and for what purposes it
collects, uses and discloses it?

Y

N

Legitimate Purpose
1 Is the processing of personal information compatible with a declared
and specified purpose which are not contrary to law, morals, or
public policy?

Y

N

Proportionality
1 Is the processing of personal information adequate, relevant,
suitable, necessary, and not excessive in relation to a declared and
specified purpose?
2 Is the personal information being processed because the purpose of
the processing could not reasonably be fulfilled by other means?

Y

N

Collection
1 Is the collection of personal information for a declared, specified
and legitimate purpose?
2 Is individual consent secured prior to the collection and processing
of personal data?
3 Is consent time-bound in relation to the declared, specified and
legitimate purpose?
4 Can consent be withdrawn?
5 Is all the information collected necessary for the program?
6 Is it not possible for the individual to remain anonymous for the
purpose of the program?
7 Is the information being collected directly from the individual?

Y

N
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8
9
1
0
1
1

Will any information also be collected indirectly about the
individual?
Will this program assign or collect unique identifiers?
Is it necessary to assign a unique identifier to individuals to enable
your organization to carry out the program?
Will a unique identifier of another agency be used?

Use and Disclosure
1 Personal information will only be used or disclosed for the primary
purpose identified?
2 Personal information will also be used or disclosed for a secondary
purpose?
3 If using personal information for a secondary purpose, which of the
following applies?
 The individual has consented to the use or disclosure
 The secondary purpose is related to the primary purpose
 The individual would reasonably expect the organization to
use or disclose the information for the secondary purpose
 Necessary for research, or the compilation or analysis of
statistics in the public interest. If yes, please explain:
______________________________________________________________
______________________________________________________________
______________________________________________________________





Y

N

Y

N

To lessen or prevent a serious and imminent threat to an
individual’s life, health, safety or welfare
To lessen a serious threat to public health, public safety or
public welfare
On suspicious or unlawful activity as part of reporting its
concerns to relevant persons or authorities
As required or authorized by law: Please cite relevant law:
______________________________________________________________
______________________________________________________________

Use and Disclosure of a Unique Identifier Given by Another
Organization
1 Will this program use or disclose a unique identifier assigned to an
individual by another organization?
2 The unique identifier assigned to an individual by another
organization will be used and/or disclosed only when:
 The individual has consented
 It is necessary for the organization to fulfill its obligation to
the other organization
 A serious threat to individual or public health, safety or
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welfare
Upon the request of a government agency to monitor
unlawful activity or as part of an investigation
It is required or authorized by law: Please cite relevant law:
______________________________________________________________
______________________________________________________________

Data Quality
1 Please identify all steps taken to ensure that all data that is
collected, used or disclosed will be accurate, complete, and up-todate:
 Information was obtained from a reputable source such as
another government agency
 The system is regularly tested for accuracy
 Period reviews of the information
 A retention schedule in place that deletes information that is
over a certain period
 Staff are trained in the use of the tools and receive periodic
updates
 Reviews of audit trails are undertaken regularly
 Independent oversight
 Incidents are reviewed for lessons learnt and
systems/processes updated appropriately
 Others, please specify:
______________________________________________________________
______________________________________________________________
______________________________________________________________

Y

N

Data Security
1 The program has taken reasonable steps to protect the personal
information it holds from misuse and loss and from unauthorized
access, modification, or disclosure?
2 If yes, which of the following has the program undertaken to protect
personal information across the information cycle:
 Identifying and understating information types
 Assessing and determining the value of the information
 Identifying the security risks to the information
 Applying security measures to protect the information
 Managing the information risks

Y

N

Records Management
1 The program will take reasonable steps to destroy or de-identify
personal information if it is no longer needed for any purpose. If
yes, please list the steps:

Y

N
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____________________________________________________________________
____________________________________________________________________
__
Cross-Border Data Flows (optional)
1 The program will transfer personal information to an organization or
person outside of the Philippines. If yes, please describe:
____________________________________________________________________
____________________________________________________________________
__
2 Personal information will only be transferred to someone outside of
the Philippines if any of the following apply:
 The individual consents to the transfer
 The organization reasonably believes that the recipient is
subject to laws or a contract enforcing information handling
principles substantially similar to the DPA of 2012
 The transfer is necessary for the performance of a contract
between the individual and the organization
 The transfer is a necessary part of a contract in the interest
of the individual between the organization and third party
 The transfer is for the benefit of the individual
 It is impractical to obtain consent
 If it were practicable the individual would likely consent
3 The organization has taken reasonable steps so that the information
transferred will be held, used and disclosed consistently with the
DPA of 2012. If yes, please describe steps:
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
___

Y

N

PART 4 – PRIVACY RISK MANAGEMENT
For the purpose of this section, a risk is something that could lead to the
unauthorised collection, use, disclosure or access to personal information.
The first step in managing risks is to identify them by identifying threats and
vulnerabilities and evaluating Impact and likelihood and providing a risk rating for
each phase of the information life cycle.
The following definitions are used in this section:
Threat – a potential cause of an unwanted incident, which may result in harm
to a system or organization
Vulnerability – a weakness of an asset or group of assets that can be exploited
by one or more threats
8

Likelihood - chance or probability of something happening
Impact - severity of the injuries that might arise if the event does occur (can
be ranked from trivial injuries to major injuries)
Risk Rating – a function of the probability and impact of an event
For further reading/guidance, please consult the following:








ISO/Guide 73:2009(en) Risk management — Vocabulary
https://www.iso.org/obp/ui/#iso:std:iso:guide:73:ed-1:v1:en
Information and Privacy Commissioner, Ontario, Canada, “Privacy Risk
Management: Building privacy protection into a Risk Management Framework
to ensure that privacy risks are managed, by default “
https://www.ipc.on.ca/wp-content/uploads/2010/04/Privacy-RiskManagement-Building-privacy-protection-into-a-Risk-ManagementFramework-to-ensure-that-privacy-risks-are-managed.pdf
CNIL “Managing Privacy Risks Assessment Methodology”
https://www.cnil.fr/sites/default/files/typo/document/CNILManagingPrivacyRisks-Methodology.pdf
European Network and Information Security Agency (ENISA), “Risk
Management”
https://www.enisa.europa.eu/topics/threat-risk-management/riskmanagement?tab=details

Threats
Collection
Use
Retention
Disclosure/
Data
Sharing
Disposal

Vulnerabilit
ies

Impact

Likelihood

Risk
Rati
ng

1
2
1
2
1
2
1
2
1
2

The next step is Risk Treatment or the process of selection and implementation of
measures to modify risk.
Common risk treatment measures include:



Avoid / Eliminate – stop or remove the activity or situation that could cause
the risk to occur.
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Mitigate – introduce or modify existing controls that may reduce the
consequence or likelihood of the risk.
Accept – agree to accept the risk and its consequences.

From the risks identified in the previous section, list existing controls to treat the
risks, if any, identify proposed mitigation measures.
Risks –
General

Risk
Rati
ng

Existing Controls

Proposed Mitigation
Measures (Justification)

Risks –
Collection

Risk
Rati
ng

Existing Controls

Proposed Mitigation
Measures (Justification)

Risks – Use

Risk
Rati
ng

Existing Controls

Proposed Mitigation
Measures (Justification)

Risks –
Retention

Risk
Rati
ng

Existing Controls

Proposed Mitigation
Measures (Justification)

Risk
Rati
ng

Existing Controls

Proposed Mitigation
Measures (Justification)

1
2

1
2

1
2

1
2
Risks –
Disclosure/
Data Sharing
1
2
Risks –
Disposal

Risk
Rati
ng

Existing Controls

1
2
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Proposed Mitigation
Measures (Justification)

PART 5 – SUMMARY OF ASSESSMENT AND SIGN-OFF
Summary
Insert a summary or overview of the most significant findings in relation to both
identified privacy risks and identified privacy-enhancing features. Where
appropriate also include critical recommendations. The summary should include an
overview of which privacy risks cannot be mitigated, the likely public reaction to
such risks, and whether the risks are outweighed by the public benefit in the project
proceeding.
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Signatures

___________________________ ____________________________
____________________________
Program/Process Owner
Date

Signature

___________________________ ____________________________
____________________________
Data Protection Officer

Signature

Date
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